r ol o

po——

Malawi Revenue Authority
Private Bag 247
Blantyre

REQUEST FOR QUOTATIONS (For Goops)
Proc. No: PROC/ICT/MAGNET AXIOM FORENSICS SOFTWARE/20/08/2024

Date: 19" August 2024
To: Eligible Bidder

The Procuring Entity named above invites you to submit your quotation for the goods described
herein. Partial Quotations may be rejected, and the Purchaser reserves the right to award a contract
for selected items only. Any resulting order shall be subject to the Government of Malawi General
Conditions of Contract for Local Purchase Orders (available on request) except where modified by
this Request for Quotations.

SECTION A: QUOTATION:
1) Description of Supply and Delivery

Magnet AXIOM Forensics Software as per SECTION C

2) Quotation prices should be based on: for goods supplied from within Malawi; EXW — insured

and delivered to Main Warehouse Ginnery Corner or for goods supplied from outside of Malawi;
CIPtO .covvvninannn.

3) The delivery period required is 2 weeks from date of order.
4) Quotations must be valid for 45 days from the date for receipt given below.
5) The warranty/guarantee offered shall be: 12 months.

6) Quotations and supporting documents as specified in Section B must be marked with the
Procurement Number given above, and indicate your acceptance of the terms and conditions.

7)  Quotations in sealed envelopes must be deposited in the RFQ box placed at Msonkho House 1%
floor reception in Blantyre, no later than: /5:00Hours on Monday 26.08.2024.

8) Quotations must be returned to:
Head of Supply Chain Management
Malawi Revenue Authority
Private Bag 247
Blantyre

9) The attached Schedule of Requirements at Section C, details the items to be purchased. You are
requested to quote your delivered price for these items by completing and returning Sections B
and C.

Quotations that are responsive, qualified and technically compliant will be ranked according to price.

Award of contract will be made to the lowest priced quotation by item or by total through the issue of

a Local Purchase Ord

Signed: ........... PASVAVA S Name: Miriam Jere
Title/Position: Head of Supply Chain Management

For and on behalf of the Purchaser



Your quotation is to be returned on this Form by completing and returning Sections B and C
including any other information/certification required within this RFQ.

SECTION B: QUOTATION SUBMISSION SHEET

1) Currency of Quotation: Malawi Kwacha

2) Delivery period offered: ............ days/weeks/months from date of Purchase Order.
3) The validity period of this Quotation is: ...... days from the date for receipt of Quotations.
4) Warranty period (where applicable): .......................... Months.

5) We attach the following documents:
1. Section C of the Request for Quotations completed and signed;
1.  We attach the following documents:
iii. Section B and C of the Request for Quotations completed and signed;
1v. A copy of our valid Annual Tax Clearance Certificate
V. A copy of our Business registration Certificate
vi. A copy of our valid PPDA Certificate
vil. At least 2 copies of LPO’s of similar works

6) We confirm that our quotation is based on the terms and conditions stated in your Request for
Quotations referenced above, and that any resulting contract will be subject to the Government of
Malawi General Conditions of Contract for Local Purchase Orders.

7) We confirm that the prices quoted are fixed and firm for the duration of the validity period and
will not be subject to revision or variation.

Authorised By:

Signature: Name:

Position: Date:

(DD/MM/YY)
Authorised for and on behalf of:

Company:
PUAATEBEY 1 cunsnnsnnn sinas csinms s sonn cason rsmsns smnmumermemoets sicms Exm st £ 4456s §4058 EPRES HESE SERSSEISS §ER0HS H54

If any additional documentation is attached to your quotation, a signature and authorisation at
Section B and Section C is still required as confirmation that the terms and conditions of this RFQ
prevail over any attachments. If the Quotation is not authorised in Section B and Section C, the
quotation may be rejected.
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SECTION C: SCHEDULE OF REQUIREMENTS (TO BE PRICED BY BIDDER)

1 | Magnet AXIOM Forensics | Each | 1

Software
Total
Authorised By:
Signature: Name:
Position: Date:

(DD/MM/YY)
Authorised for and on behalf of:

Company:

Compliance sheet below to be filled in
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Technical Specification of items | Mandatory | State Level of
required including applicable Compliance
standards of
specification
offered
Supported Source | Computer, Mobile, cloud, Vehicle M
Platforms
Supported Operating | Android, Kindle Fire, Windows (XP M
Systems (Mobile & | — 11), MacOSs, iOS, Linux (Redhat
Compu}er) & Debian), KaiOS
Supported File Systems NTFS, HFS+, HFSX, EXT2, EXTS3,
EXT4, FAT32, EXFAT, YAFFS2
Search Input Sources Drives, files & folders, images,
JTAG and chip off images,
network  shares, live RAM
captures, physical & logical mobile
images, volume shadow copies,
volumes/partitions
Supported forensic image | EO1, Ex01, LO1, Lx01, AD1, dd, M
file formats raw, bin, img, dmg, flp, vfd, bif,
vmdk, vhd, vdi, xva, zip, tar
Disk Encryption Detect encrypted disks/volumes M
including  Truecrypt, Bitlocker,
PGP, and Safeboot
Artifacts recovery social | WhatsApp Messenger  chats, M
media & Instant | Facebook, Instagram, Telegram,
messaging / Chats Linkedln, X (Formerly Twitter),
iMessage, WeChat, Skype, Tinder
Artifacts recovery web- | Gmail, Hotmail, Outlook.com, M
based email & Browser Yahoo!, 360 Browser, Chrome,
Edge, Internet Explorer, Firefox,
Opera, Safari, UC Browser
Refined Browsing Results Classified URLs, Cloud Service M
URLs, Facebook URLs, Google
Analytics Cookies, Google Maps
Queries, Identifiers, Malware
/Phishing URLs, Parsed Search
Queries, Pornography  URLs,
Rebuilt Webpages, social media
URLs
Recovery of Deleted/ | Yes M
wiped data
Native mobile OS | SMS, Contacts, Email, Voicemail, M
Applications supported Browsers, Mapping, Pictures &
Video, Notes, Downloads, Phone
logs.
Presentation of information | Reports, Exportation of artifacts M
Features in Examination/ | Timeline, Social M
Analysis graph/connections, keyword

search, File categorization, image
categorization, OCR, Analyze
chats & pictures with Al
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Passcode brute force

Yes

Compliance with
Internationally recognized
forensic Standards

Yes
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